SECURITY

—ow tO strengthen our
collaporation on security

Essential tips to make us better partners
Airbus Security Requirements Annex for suppliers
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SECURITY POLICIES ORGANISATION ASSET
OF SECURITY MANAGEMENT

| build a trusting working environment

- | ensure management
buy-in and user
awareness, by creating
a set of Security Policies.

- | have nominated a
security focal point to
Airbus for exchanges on
security topics including
vulnerability and
security incidents.

- | maintain an inventory
of authorised equipment
and software on my
network.

- | encrypt data stored on
mobile devices.
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| make sure my site and data are secured

PHYSICAL AND ACCESS CONTROL CRYPTOGRAPHY
ENVIRONMENTAL
SECURITY - | ensure that all users - | ensure proper and

of the network and
computing devices have
unique individual user
ID’s and are using a strong
password.

effective use of
cryptography to protect
the confidentiality,
authenticity and/or
integrity of information.

- | prevent unauthorized
access, damage and
interference to business
premises and information.

- | use strong
authentication to connect
to Airbus or from outside
my network.

- | prevent compromise or
theft of information and
physical assets.

- | have a firewall safety
system dimensioned to
address business risks.

COMPLIANCE

- | avoid breaches of any

criminal or civil law,
statutory, regulatory
or contractual
obligations and of any
security requirements
(e.g. GDPR, National
Restricted, Export
Control, ...).

- | ensure compliance

of systems with
organisational security
policies and standards.
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COMMUNICATIONS
SECURITY

- | ensure and monitor

the protection of my
network perimeter
(firewall, proxies, intrusion
detection, ...).
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OPERATIONS SECURITY SYSTEM ACQUISITION,
DEVELOPMENT AND
- | ensure that MAINTENANCE"

patterns/signatures of
anti-intrusion and/or
anti-virus mechanisms
are updated regularly
on all devices, including
mobile ones and are
properly implemented.

- | ensure that security is
built into application
systems & software that
| develop.

- | prevent loss,
modification or misuse
of user data in application
systems.

- | ensure that formal change
control procedures are
established within my IT
organisation. - | ensure IT projects and
support activities are

systems are covered by

a manufacturer’s warranty,
or competent support
with-in the organisation,
thus ensuring availability
systems and information.

- | assess my systems and
their components
(security patches, OS new
version or application).
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SUPPLIER RELATIONSHIPS

- | cascade the Airbus security requirements
(Airbus Security Requirements Annex) to my own
suppliers and | audit them for security compliance.

- | inform of the location of my suppliers/subcontractors
and obtain an Airbus’ prior written authorisation to grant
access to data or systems.

- | notify any major changes to information related
services provided and to organisation security
policies and procedures.

3 | | protect my chain of production

INFORMATION INFORMATION

SECURITY INCIDENT SECURITY ASPECTS OF

MANAGEMENT BUSINESS CONTINUITY
MANAGEMENT"™

- | identify and react on
system vulnerabilities
and security incidents
in a timely fashion and to
prevent re-occurrence.

- | implement Business
Continuity procedures
and processes.

- | ensure adequate
Disaster Recovery
planning and procedures
to safeguard system and
information confidentiality,
integrity and availability.

- | have the necessary tools
& people for security
incident prevention,
quick and efficient
detection and response.

- | guarantee an ongoing
collaboration with Airbus
in case of a security
incident and threat
intelligence.

*For suppliers who have access to the Airbus system or provide IT products or services
**Applicable for suppliers using specific IT infrastructures or working on specific products and services

4 | | communicate effectively with all stakeholders concerned
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HUMAN RESOURCES SECURITY

- | ensure that users are aware of information security
threats and concerns, and are equipped to support
the corporate security policy in the course of their
normal work, and to minimise the damage from
security incidents and malfunctions and learn from
such incidents.

- | ensure the identity and the integrity of the people
| am recruiting.

- | reduce risks of human error, theft, fraud or misuse
of facilities.

- | ensure that my contracts with my employees
and suppliers/w-subcontractors comply with the
confidentiality commitments contained in the Airbus
Security requirements annex.

Note: The requirements described are applicable to all suppliers; additional elements might be added, according to your working environment and associated risks.

# securitywithyou
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